4/5/04 to 4/13/04 – Maria Shanle & Mike Smith (Office of General Counsel) 

-------- Original Message --------

Subject: Re: Legal Content

From: Maria Shanle <maria.shanle@ucop.edu>

Date: Tue, April 13, 2004 1:44 pm

To: mkim@sims.berkeley.edu
Michelle -

I'm not sure there's any benefit to an "initial," since it isn't

sufficient  to authorize release of information.  But you or the campus

might feel that  it is helpful to let the student know about the form in

advance of actually  having to sign, etc.  Good luck!

Maria

At 12:44 PM 4/13/2004, Michelle S. Kim wrote:

>Maria,

>

>I guess that validates some of our fears and concerns.  That's fine.  I

>understand.  We'll just have to adjust to the regulations.

>I'm still wondering if we could get an "initial" by having students'

>sign the form electronically or should we just forego the whole thing

>and have them sign when it's necessary?

>mk

> > Hi, Michelle

> >

> > I've asked around among attorneys who specialize in FERPA, and they

> > all

> >  seem to agree that, until the proposed electronic signature

> > regulations are  finalized, FERPA still requires the use of actual

> > physical signatures.  I  have to admit that I am a little reluctant

> > to ask the Department of  Education for guidance at this point, given

> > that there may be an issue  about UCI's existing system.  I know that

> > we expect the new FERPA  regulations to come out soon, but it could

> > be a month or it could be a  year, it's hard to tell how quickly the

> > Department will move on them.

> >

> > Ok, so assuming the FERPA forms can't be executed by electronic

> > signature,  the way I am thinking about it is that no information can

> > be released  without getting the student's actual signature.  The

> > University needs that  in order to be able to protect itself against

> > a challenge that we  inappropriately released information.  So before

> > the consent is valid, we  need the physical signature.  Does that

> > answer your question?  Let me know!

> >

> > Maria

> >

> > At 07:10 PM 4/12/2004, Michelle S. Kim wrote:

> >>Thank you very much for trying to figure this out.  I think for our

> >>project we might just have to leave that FERPA form out of the system

> >>for now.  But even if we don't use that now, I'd think somebody else

> >>will want to use them eventually?

> >>When I talked to Princeton, the guy told me that they never had to

> >>deal with it.  (I asked specifically.  He wasn't too helpful on this

> >>form issue at all and was unwilling to share.)  And so if there's a

> >>request to view, I think Foti will just have to have the student sign

> >>a hard copy. But, i'm still unclear as to if we can have students

> >>just "initial" the form in the beginning?  And if there's a need,

> >>they can even print the form from the system and sign and give to the

> >>office? Michelle

> >>

> >> > I'm actively trying to track this down from my end.  What advice

> >> > did you  get from Princeton...anything helpful on the FERPA issue?

> >> > Thanks!

> >> >

> >> > Maria

> >> >

> >> > At 03:58 PM 4/9/2004, you wrote:

> >> >>Maria,

> >> >>

> >> >>I've got in touch with Princeton people and got some advice, but

> >> >>they wouldn't allow us to check out their system.  Princeton was

> >> >>the very first school to implement this system online and they

> >> >>said they handle all the requirements online.  Same with Irvine.

> >> >>I got all that information from Foti Mellis, IARS.  Is getting

> >> >>advice from DOE fairly easy process? Please, do let me know how we

> >> >>can handle this.

> >> >>

> >> >>Thanks.

> >> >>

> >> >>Michelle

> >> >>

> >> >> > Michelle -

> >> >> >

> >> >> > Can you point me to the Irvine site that has the electronic

> >> >> > forms?  Thanks.  Perhaps we should ask the Department of

> >> >> > Education for advice.  Let's touch base next week.

> >> >> >

> >> >> > Maria

> >> >> >

> >> >> > At 02:59 PM 4/9/2004, you wrote:

> >> >> >>Yes!  That's the form, I know it as a Buckley Amendment form.

> >> >> >>Via the form, a student gives an authorization to release

> >> >> >>information to a third party.

> >> >> >>I could stop by and meet with you next week sometime to discuss

> >> >> >>this issue, if you're available?

> >> >> >>Michelle

> >> >> >>

> >> >> >> > Hi, Michelle

> >> >> >> >

> >> >> >> > Just to be clear, is one of the forms you are talking about

> >> >> >> > a FERPA consent  or waiver (meaning that the athlete gives

> >> >> >> > consent to release of personal  information about him- or

> >> >> >> > herself to a third party)?  That is the only kind  of form

> >> >> >> > that I was talking about.

> >> >> >> >

> >> >> >> > FERPA is not a school requirement, it is federal law.

> >> >> >> > Princeton and Irvine  would certainly be subject to the same

> >> >> >> > law.

> >> >> >> >

> >> >> >> > It is possible that the Department of Education has issued

> >> >> >> > guidance in advance of the proposed regulations that would

> >> >> >> > allow schools to use an electronic signature in this kind of

> >> >> >> > situation.

> >> >> >> >  But I'm not aware of such  guidance.  I'll be happy to try

> >> >> >> >  to

> >> >> >> > work through these issues with you.

> >> >> >> >

> >> >> >> > Maria

> >> >> >> >

> >> >> >> > At 01:19 PM 4/9/2004, Michelle S. Kim wrote:

> >> >> >> >>Thank you for your reply and I do have more questions.

> >> >> >> >>

> >> >> >> >>I know schools like Princeton & UC Irvine already have

> >> >> >> >>online systems that take electronic signatures, and are

> >> >> >> >>using that to meet NCAA standards. And what I've been able

> >> >> >> >>to gather so far is that as long as we follow the

> >> >> >> >>university's authentication methods, i.e. CalNet system,

> >> >> >> >>we've been told that it satisfies the NCAA

> >> >> >> >>requirements.  We are using CalNet to

> >> >> >> >>authenticate students.  Does this not satisfy the school, or

> >> >> >> >>FERPA requirement?

> >> >> >> >>Could we have all student-athletes sign online, using

> >> >> >> >>check/click methods, and if a specific professor wants to

> >> >> >> >>see the form signed, could we make a hard copy and have the

> >> >> >> >>student sign it at that point? I'm panicking a bit here

> >> >> >> >>since our whole system hinges upon the validity of

> >> >> >> >>electronic verification and

> >> >> >> >>e-signatures.

> >> >> >> >>Michelle

> >> >> >> >> > All -

> >> >> >> >> >

> >> >> >> >> > FERPA (also known as the Buckley Amendment) requires that

> >> >> >> >> > a student consent  to release information must be a

> >> >> >> >> > "signed and dated written" consent.  We  have always

> >> >> >> >> > interpreted this to require a physical signature -- a fax

> >> >> >> >> > would  be ok if it has a signature, but an email has no

> >> >> >> >> > signature, so cannot

> >> >> >> >> > constitute the "signed" written consent required under

> >> >> >> >> > FERPA.

> >> >> >> >> >

> >> >> >> >> > The Department of Education is currently considering

> >> >> >> >> > adopting regulations  that would permit an electronic

> >> >> >> >> > signature to be used for student FERPA  consent forms.

> >> >> >> >> > However, those regulations are only pending, and are not

> >> >> >> >> > yet in effect. Therefore, the University does not have a

> >> >> >> >> > method in place  to verify electronic signatures in a way

> >> >> >> >> > that would satisfy the FERPA  requirements. Other forms

> >> >> >> >> > may be able to use electronic signatures, but  FERPA

> >> >> >> >> > waivers/consents are still required to use a

> >> >> >> >> > physical/written signature.

> >> >> >> >> >

> >> >> >> >> > I hope this is helpful, please let me know if you have

> >> >> >> >> > further questions.

> >> >> >> >> >

> >> >> >> >> > Maria

> >> >> >> >> >

> >> >> >> >> > At 11:12 AM 4/8/2004, Mike Smith wrote:

> >> >> >> >> >>I'm sorry, I meant FERPA (the same as buckley).  by copy

> >> >> >> >> >>of this i am asking susie, and maria shanley in our

> >> >> >> >> >>office of general counsel, whether  they have the answer

> >> >> >> >> >>to your question regarding electronic signature of

> >> >> >> >> >>student forms.

> >> >> >> >> >>

> >> >> >> >> >>*****************************************

> >> >> >> >> >>At 02:54 PM 4/7/2004, Michelle S. Kim wrote:

> >> >> >> >> >>>i'm little confused.  if i may ask you few more

> >> >> >> >> >>>questions?

> >> >> >> >> >>>

> >> >> >> >> >>>technically, from what i have learned, is that by making

> >> >> >> >> >>>users "perform" an action and "agreeing" to sign

> >> >> >> >> >>>electronically, i.e. a user has to click on a check box

> >> >> >> >> >>>to agree, would constitute an e-signing? isn't that an

> >> >> >> >> >>>industry standard?  for instance, by clicking on a

> >> >> >> >> >>>checkbox to agree to a license agreement, a user agrees

> >> >> >> >> >>>to the software company's policy.  would the school

> >> >> >> >> >>>require different process?

> >> >> >> >> >>>what is FERA?

> >> >> >> >> >>>

> >> >> >> >> >>>could i get some contact information on these people?

> >> >> >> >> >>>and may i use your name as a reference when i'm

> >> >> >> >> >>>contacting them? sorry about all these questions, but

> >> >> >> >> >>>we're only looking at another month to implement this

> >> >> >> >> >>>system so i have a sense of urgency. thank you.

> >> >> >> >> >>>

> >> >> >> >> >>>michelle

> >> >> >> >> >>>

> >> >> >> >> >>> > i do not know whether this campus has yest adopted

> >> >> >> >> >>> > policy allowing for electronic signatures, and if so,

> >> >> >> >> >>> > under what conditions.  you might want to  check with

> >> >> >> >> >>> > the campus controller's office on this. as to whether

> >> >> >> >> >>> > an  electronic signature complies with FERA, i

> >> >> >> >> >>> > suggest you confer with registrar susie castllo

> >> >> >> >> >>> > robson.  you'd also need to confer with the

> >> >> >> >> >>> > e-communications policy folks (karen eft) with

> >> >> >> >> >>> > respect to other applicable policies, levels of

> >> >> >> >> >>> > protection, etc.  sorry for the delay.

> >> >> >> >> >>> >

> >> >> >> >> >>> >

> >> >> >> >> >>> > At 02:40 PM 4/5/2004, Michelle S. Kim wrote:

> >> >> >> >> >>> >>Mr. Smith,

> >> >> >> >> >>> >>

> >> >> >> >> >>> >>I've sent you an email over a month ago, regarding a

> >> >> >> >> >>> >>Web page content for Foti Mellis, Intercollegiate

> >> >> >> >> >>> >>Athletics Department. I noticed that your email

> >> >> >> >> >>> >>address has changed so I'm wondering if my previous

> >> >> >> >> >>> >>email got lost in the transition.

> >> >> >> >> >>> >>To recap, I'm a graduate student member of SIMS, and

> >> >> >> >> >>> >>as a part of our final curriculum, we're building a

> >> >> >> >> >>> >>Web site for IARS to move their current paper-based

> >> >> >> >> >>> >>student athlete registration system to on-line,

> >> >> >> >> >>> >>Internet system.

> >> >> >> >> >>> >>In this newly created system, we're allowing students

> >> >> >> >> >>> >>to electronically sign the forms.  However some forms

> >> >> >> >> >>> >>might need to be regenerated with the content

> >> >> >> >> >>> >>conveying that a student has "signed" the form.  For

> >> >> >> >> >>> >>instance, some professors might want to review the

> >> >> >> >> >>> >>Buckley Amendment form signed by a particular

> >> >> >> >> >>> >>student.  In those cases, we are wondering how should

> >> >> >> >> >>> >>we phrase the signed contents so it'll be acceptable?

> >> >> >> >> >>> >>If you can help me or direct me to the right person,

> >> >> >> >> >>> >>as soon as possible, I would appreciate it.  You can

> >> >> >> >> >>> >>contact me by email,

> >> >> >> >> >>> >>mkim@sims.berkeley.edu, or by phone,

